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Introduction

+ Speech Data

Speech data are proliferating exponentially

Applications record personal speech data

which have rick to be stolen by attacker

Speech Data

—  Age

Gender
— Health State
u | Religious Beliefs

—— Other sensitive attributes

+» Speech Information

Speech data contain rich personal
sensitive information
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Introduction

+» How to protect the personal speech data
« Cryptography: may be hacked

+» Anonymization: the hiding of speaker identity

+» \oicePrivacy challenge

+ Provide metrics, protocols, benchmarks and evaluation datasets
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Introduction

+» Our method -- Different from the baseline system

Our system DOES NOT involve additional ASV models or an x-vectors pool

Also reduce the risk of insufficient generalization of the ASV model and the complexity of anonymization

computation

+»  ASV-model-free approach for speaker anonymization

Look-up-table (LUT) for speakers in training set as speaker pool
Reserve a pseudo speaker ID in LUT to generate pseudo speaker embedding
Average the randomly selected speaker embeddings in LUT

Pseudo speaker embedding + Averaged embedding = anonymized embedding
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Introduction

+» Compare with the baseline system

Our work focuses on the anonymization module

Baseline system Our system
(1) | orign FO extractor YIN algorithm =gl ro
. extractor - .
(2) | Kaldi PPG extractor WeNet tools > I T S - '
(3) X-vector look-up table + [ G [ model [T
- : ¥ i
3 )x- ; 4) : .
n - R T - e e e
average candidate combine two types o ~
speaker vectors speaker embedding
Pool of x-vectors
(5) SS AM CBHGAR HOR
(6) NFS model our modified version
of HifiGAN VoicePrivacy baseline anonymization system
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Proposed method

+» System overview
+» Our anonymization system consists of

four modules:

Feature Extractor

+ (a) Feature extractor = Fo
Extractor
+ (b) Acoustic model (AM) l
. PPG Mel-spectrogram
«  (c) Anonymization module *”‘H gl 1™ s 84 iag
Input speech T Anonymized speech
* (d) VOCOder LUT [Anonymization|
Speaker ID : S 2’::;":;2:
» Anonymization process in three steps . [ L_cmbedding |
Speaker | Pan)
*| Encoder : >
+ Extract FO, PPG and Speaker ID L {—
: Embedding
+ Predict anonymized mel-spectrogram
+~ Reconstruct mel-spectrogram to
anonymized speech
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Proposed method

+» Anonymization strategy
+ Averaged embedding

Average the randomly selected K speaker

embeddings

+ Pseudo embedding

generated by pseudo Speaker ID

spkid sSpk hame

1 Speaker 1

2 Speaker 2
1407 Speaker 1407
1408 Pseudo Speaker

+ Anonymized embedding

weighted concatenation with averaged embedding
and pseudo embedding

Look-Up Table (LUT)

anonymized embedding = a * averaged embedding @ B * pseudo embedding

a and [3 are hyperparameters

S—

random select
K speakers

averaged embedding

)
‘ pseudo embedding
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Evaluations

<~ Dataset

Our proposed system follows VoicePrivacy 2022 Challenge data configuration

LibriSpeech-test-clean and VCTK-test for ASR and ASV evaluation tasks

< | LibriSpeech | Enrollment 15 14 29 343
= | dev-clean Trial 20 20 40 1,978
2 Enrollment 600
C | VCTK-dev | Trial (different) 15 15 30 10,677
~ Trial (common) 695
= | LibriSpeech | Enrollment 16 13 29 438
.2 | test-clean Trial 20 20 40 1,496
E Enrollment 600
S | VCTK-test | Trial (different) 15 15 30 10,748
= Trial (common) 700

Number of speakers and utterances in the development and evaluation sets
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Results

+ Primary EER results

+» Our approach leads to a notable increase in average EER of up to 18.34% compared with
Bl.a and 20.97% compared with B1.b

«  Different genders perform similarly in our approach, as compared with significant
difference in baseline systems

Table 2: Privacy results on different conditions. EER achieved by ASV_,.7" on data processed by our anonymization method vs. EER
achieved by baseline Bl.a or B1.b and original(Orig).

Dataset Gender | Weight | Orig | Bl.a | BLLb | Conditionl | Condition2 | Condition3 | Conditiond
m—— female | 025 | 867 |17.76 [19.03] 13.92 31.02 3598 7628
ROSpecieteY. | male | 025 124|637 | 559 15.53 19.57 22.05 23 45

. fermale | 020 | 2.86 | 12.46 | 8.25 18.36 70.14 38.80 4031
VCTEAevialt) | e | o020 | 144 | 933 | 6ot 22.28 3146 36.92 37.77
fermale | 0.05 | 2.62 | 13.95 | 9.01 10.10 7645 34.50 35.76

VCTK-dev (comm) | * o | 005 |143|13.11]| 940 | 2137 2991 37.04 37.89
Weighted average dev 354 | 11.74 | 9.93 17.31 25.08 30.55 31.73
LibriSoccch tes; | €M | 025 | 766 | 12.04] 9.49 16.61 17.88 30.99 3208
AHEEI PRt male | 025 | 1.1 891 | 7.80 10.69 14.03 17.37 19.15
. female | 020 |4.89 |16.00 [1091| 23.10 3483 40.84 40,64

VCTK-test (@iff) | e | 020 |207|1005| 752 | 23.19 3020 37.54 38 81
VCTK test (commy | ©=™2l€ | 005 | 289 [1734[1532[ 2399 34.68 10.46 1046
-test(comm} 1 ale | 005 | 113|989 | 8.19 23.16 3220 38.14 38.70
Weighted average test 379 | 11.81 | 9.18 18.44 2432 29.19 30.15
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Results

« Primary WER results
+» Lowest WER

Table 3: Primary utility evaluation: WER achieved by
+~ Librispeech-test: 3.84% ASRL" on data processed by our anonymization method
(with the large LM ). C* denotes different target EER conditions

+ VCTK-test:7.81%

Dataset | Orig|| Bla [ Bib ||c1 | 2| 3 || c4
»  Absolute WER Reduction LibriSpeech-dev | 382 || 4.34 | 4.19 |B.o1 |3.71] 3.65 |[3.65

>

o,

VCTK-dev 10.79| 11.54 | 10.98 | B.10 | 7.73]| 7.68 ||7.62
Average dev 731\ 7.94 | 7.59 | p.00 | 5.72]| 5.66 ||5.63

« 2.47% over B1.a

+ 1.74% over B1.b LibriSpeech-test | 4.15 || 4.75 | 4.43 |B.96 | 3.98|| 3.84 |[3.87
VCTK-test | 12.82| 11.82 [ 10.69 | B.37 | 7.85]| 7.81 ||7.85
« We match all the 4 EER conditions with Averagetest | 8.49|| 829 | 7.56 | k.16 | 5.91|| 5.82 ||5.86

WER substantially lower than baseline
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Results

+» Secondary primary evaluation

+» The highest pitch correlation is achieved in c1 of 0.7 and exceeds the minimum threshold

>

L)

»  But the voice distinctiveness gets worse as the EER rises

Table 4: Secondary utility evaluation: pitch correlation pF() Table 5: Secondary utility evaluation: gain of voice distinctive-
achieved on data processed by Bl.a, Bl.b and our anonymized ness G'v p achieved on data processed by Bl.a, Bl.b and our
results. anonymized results.
Dataset Gender ([Bla |Blb | C1 | C2 | C3 | (4
Dataset Gender [ Bla |[Blb | C1 | C2 | €3 | c4
LibriS odi female | 0.77 | 0.84 1 0.70 [ 0.71 | 0.71 | 0.71
1011 cen=-acy - iy o o )
e male | 0.73 | 0.76 | 0.69 | 0.69 | 0.69 | 0.69 s | ;; 2 4:2 i ’;'5;} ”'4; “;35_
le | 894 |-6.38|-269| -9.18 |-15.78 | -18.66
| female [0.84 [ 0.87 [0.76 [0.76 [ 0.77 [ 0.76 i
VCTK-dev (dif) : female | -8.82 | -594 | -238 | -8.33 |-12.19 | -1396
male 078 | 0.76 | 071 | 071 | 0.71 | 0.71 VCTK-dev (dif)
male |-12.61 |-9.38 | -3.10 | -1068 | -17.25 | -20.72
female | 0.79 | 0.84 | 0.71 | 0.71 | 0.72 | 0.71
VCTK-dev (com) female | -7.56 |-4.17 | -198 | -6.72 | -1333 | -17.18
male 0.72 | 0.72 | 0.67 | 0.67 | 0.67 | 0.67 VCTK-dev (com)

male -10.37 [ -6.99 | 206 | -7.70 | -1481 | -19.71

Weighted average dev 0.77 | 0.80 (071 | 0.71 | 0.72 | 0.72

= 077 1085 1o71 1072 072 [072 Weighted average dev 971 |-644 | -2.71 | 9442 | -1561 | -1B.B6
o emale [ . ; ; p ;

LihnSpaech-h:s[ e s | o3 [nea loes | aer [ oei LibsSpesch-tea female |-10.04 | -5.00 | 272 | 9.21 |-1644 | -20.13
. s : : z : male 901 |-6.64|-164 | -7.36 |-1390 | -17.83

femal 087 | 0.87 |0.77 |0.76 | 0.77 | O0.77
VCTK-test (dif) | — VCTKotest @iy | e | 1029 [-6.09 [ 282 | -9.18 | -1541 | -17.86
male |0.79 | 0.77 071 | 071 | 0.71 | 071 gl Wi e |ty Wscioall g
VCTKest (comy | female [ 079 [ 085 o7z 071 [ 072 072 o femaie | 931 |5.10] 215 | 512 | 1555 | 2039
male 0.70 | 0.71 | 064 | 0.65 | 0.65 | 0.65 male | -1043 | 650 | 268 | 943 | 1678 | 2126
Weighted average test 0.77 | 0.80 [ 0.70 [ 0.70 | 0.71 | 0.70 Weighted average test | -10.15 | -6.44 | 267 | 9.012 | -1546 | -18.69
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Conclusions

» NWPU-ASLP anonymization system for VoicePrivacy2022 Challenge

+ Highlight: an ASV-model-free anonymization strategy

Spkid Spk name B random select
1 Speaker 1 K speakers

— weighted concat

2 Speaker 2 —

averaged embedding

u ized embeddi
1407 Speaker 1407 | S ‘ anonymized embedding

1408 Pseudo Speaker
Look-Up Table (LUT)

pseudo embedding

+ Our anonymization strategy can meet all conditions by adjusting the weight h-param

WER substantially lower than baseline
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