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Introduction: VoicePrivacy Initiative

@ Promote the development of privacy preservation tools for speech technology

privacy
preservation
tools
Py
SO
challenges VY.
g Nacy Z,, (/’ tasks
v'2020 First VoicePrivacy Challenge L ”é‘
» Special session at Interspeech 2020 'é’ a %
- Satellite workshop at Speaker Odyssey >
2020 .|||||.|.
v'2022 Second edition /‘I
- Satellite ISCA workshop at Interspeech evaluation ll
2022 (SPSC Symposium) methodology new
(metrics, _t community
protocols) g

common

datasets
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Privacy preservation for speech and challenge focus /

focus of the % remove personally identifiable
& challenge information in the speech signal

« keep all other characteristics unchanged
orivacy - linguistic content

Deietion, Federated  paralinguistic attributes
learning » speech intelligibility/naturalness

Cryptology

Secure
multiparty

Ze Homomorphic/ \computation

encryption D
[ )
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Anonymization task

Privacy preservation is formulated as a game between
users (share some data) & attackers (access this data or data derived from it and
wish to infer information about the users)

Voice Using d i d "

E anonymization sing data in downstream tasks Mo

icati aximize.
Q human communication A
L e—) ) .tomated processing Utility for
= 5 model training users

h Speaker Pssuc*lo-s?ea’ker
\\ |/

)] Accessed data: /
'q', « a few original or/and Minimize:
Sl - 2nonymized utterances mmm) Speaker identification lspeaker
i Prior knowledge: identity
1:,' - previously shared data Attacker / Adversary: - :
(1] « privacy preservation method human or ASV i information

The VoicePrivacy 2022 Challenge 6



Challenge task and requirements /

Task: develop an anonymization system  seeaker el

( O«MMN«IE«}—- Anonymization ir’J
v' conceal the speaker identity; origihal anonymized

v' leave the linguistic content and paralinguistic attributes unchanged;

v'ensure that all trial utterances from a given speaker are uttered by the same
pseudo-speaker while trial utterances from different speakers are uttered by
different pseudo-speakers (speaker-level anonymization; voice distinctiveness
preservation)

L]
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Challenge task and requirements

Pseudo-speaker

Task: develop an anonymization system  Speaker

( O«MMN«IW}—v Anonymization —ﬁ>rrJ
v' conceal the speaker identity; origihal anonymized

v' leave the linguistic content and paralinguistic attributes unchanged;

v'ensure that all trial utterances from a given speaker are uttered by the same
pseudo-speaker while trial utterances from different speakers are uttered by
different pseudo-speakers (speaker-level anonymization; voice distinctiveness
preservation)

We provide:

v' training, development and evaluation
datasets

v’ 3 different baseline anonymization systems
v' evaluation scripts and metrics
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Challenge task and requirements

Pseudo-speaker

Task: develop an anonymization system  Speaker

( O«MMN«IW}—‘ Anonymization _ﬁ.n_J
v' conceal the speaker identity; origihal anonymized

v' leave the linguistic content and paralinguistic attributes unchanged;

v'ensure that all trial utterances from a given speaker are uttered by the same
pseudo-speaker while trial utterances from different speakers are uttered by
different pseudo-speakers (speaker-level anonymization; voice distinctiveness

preservation)
We provide: Participants:
v" training, development and evaluation v" apply their developed anonymization
datasets systems, run evaluation scripts
v' 3 different baseline anonymization systems v submit objective evaluation results and

v’ evaluation scripts and metrics anonymized speech data to the organizers
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Objective — Privacy
Evaluation
Subjective
& Utility
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Objective evaluation: primary privacy and utility metrics

Privacy Utility
Automatic speaker verification system  AS Automatic speech recognition
ASVeyal _ attacker Revat system
Nsu "I'N e "I'Nins
Equal error rate [EER = Pu(feer) = Pmiss(QEERﬂ Word error rate  WER = b Nifl

1.00 ———

0.8 False Acceptance
Rate

False Rejection
Rate

0.6
0.4

.2
0 e Equal Error Rate

0.0

. Threshold T
Figure from

[E .Vincent 2022] smaller WER => better utility

larger EER => better privacy




Ranking policy: /

* v New to the 2022 edition:
« Use of multiple evaluation conditions specified with a set of minimum target privacy

EER 215%

B W N

EER > 20%
EER > 25%
EER 2> 30%.

requirements:
« To measure the privacy-utility trade-off of any solution at multiple operating points
WERr% Condition-1 | Condition-2 | Condition-3 : Condition-4
, | . o
Y

. ""x”ll 260

15} g%g |
6 o
& ,:::"’ }
10f o :

° .
Original ¥ Bl.b Bl
5 ) I |
5 10 15 2.0 25 30 EEI;,%
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Ranking policy: /

*yvNew to the 2022 edition

« Use of multiple evaluation conditions specified with a set of minimum target privacy
requirements:

« To measure the privacy-utility trade-off of any solution at multiple operating points

WERr% Condition-1| Condition-2 | Condition-3 : Condition-4
‘ 9
o ® 1. EER215%
o 1O - : =270
. g 6 LT 2. EER220%
o ’,6@,0 3. EER>25%
I’I A ,” ‘
& 7 4. EER 2 30%.
10} a9 ‘
py |
o B2
Original |31,t;.B:I"a
5 i |
: |
| [
5 10 15 20 25 30 EER,%
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Ranking policy: /

*yvNew to the 2022 edition
« Use of multiple evaluation conditions specified with a set of minimum target privacy

EER 215%
EER > 20%

EER > 25%

P WN e

EER 2> 30%.

requirements:
« To measure the privacy-utility trade-off of any solution at multiple operating points
WE‘R:% Condition-1| Condition-2 | Condition-3 ! Condition-4
. - q'/ ”6‘0 I
g @ b |
151 < g'g |
6 o
3] ,:::"’
10} Gg
°
Original ¥ Bl.b Bl |
| | |
5 10 15 2.0 25 30 EEI;{,%
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Ranking policy: /

*yvNew to the 2022 edition

« Use of multiple evaluation conditions specified with a set of minimum target privacy
requirements:

« To measure the privacy-utility trade-off of any solution at multiple operating points

WERr% Condition-1| Condition-2 | Condition-3 : Condition-4
s ® A® 1. EER215%
. ¥
P A 2. EER2>20%
15} R -F
o 0% 3. EER2>25%
& . 4. EER 2= 30%.
10} a- |
G; I
] B2 !
Original |31,t;.B:l'a
5 i |
| |
| |
. . L l :
5 10 15 20 25 30 EER,%
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Ranking policy: /

Vs

EER gper = 0.5 - EERLibriSpeech +0.4- EERVCTK_diff"' 0.1- EERVCTK_common

WER gper = 0.5- WERLibriSpeech +0.5- WERy 7k

WERI% : Cond\twonfll Condition-2 : Condition-3 : Condition-4
r'y I | | [
| | | | _,Q
I | | -1
| | |-
| - -
| - -
-] ,_r’g <
| .4° -7 A |
w g O ot §
15} \ A7 Rl \
\ O gy ‘
! o o \
I ol 0,’ |
e \
€ }
Adl
10F | 2 |
o B2 0 51, : @ }
Original Bl.b | } \|
| | |
5 I I
5 | | |
| | |
| | |
| | |
| | |
| '.

1. EER215%

2. EER220%
3. EER225%
4. EER 2 30%.

5 10 15 20 25 30 EER,%
[ )
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Objective privacy evaluation: automatic speaker verification

|
Trials ! Enrollment
|

>
(99)]
o~ P
<
3)
o
3,
é
=
o

________________________________________________________________________________________________________

Semi-informed attacker: (7<new stronger attacker in 2022 edition w.r.t 2020)
retrains the ASV system anonymized data on
anonymizes enrollment data on

Pseudo-speake Pseudo-speaker
Speaker W Pl EER P

2 . p«W|||‘|m||||||||“‘||W|u Anonymization 9 ASVES" % Anonymization }»«W|||‘|m||||||||“‘||‘o|'|~ i

Trained on anonym.
data

|
- ‘
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Objective privacy evaluation: automatic speaker verification

® Original (no anonymization) Trials ! Enrollment
|
|
Speaker 25
1 (MMMWM » ASVeya |«
original SIfIE

|
|
I . ] .
* Semi-informed attacker: (7 new stronger attacker in 2022 edition w.r.t 2020)
O retrains the ASV system anonymized data on utterancel-level < more efficient than speaker-level

O anonymizes enrollment data on speaker-level I
|

Speaker Psei;—speakerA EEI§ Pseudo-speaker B
2 ( ’«WMV«WFAnonymization ||||ml||‘lml|Ilmu‘wl“‘l—» ASVER" L _|||4ﬁ Anonymization
original anonymized Tfai“edg:t:nonvm- anonymized original

L]
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Objective utility evaluation /

WER

fi

AS anon

eval

A\ 4

Anonymization

. anonymized
original

Automatic speech recognition (ASR) system trained on anonymized data
Metric: Word error rate (WER), lower WER => better utility

[ ]
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Secondary utility metrics /

1. Pitch correlation between original and anonymized utterances pF .

« intonation should be preserved in anonymized speech
« pFo <1, higher is better

. requirement for all datasets: pf0 > 0.3

2. Gain of voice distinctiveness (-,
« aims to evaluate the requirement to preserve voice distinctiveness
 relies on voice similarity matrices
« important to keep distinguishable voices for 9 M '\\ ff.
=

multi-party human conversation

(@

[Noe 2020] (09
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Secondary utility metrics /

1. Pitch correlation between original and anonymized utterances pF .
« intonation should be preserved in anonymized speech
« pFo <1, higher is better
. requirement for all datasets: p©0 > 0.3

2. Gain of voice distinctiveness (-,
« aims to evaluate the requirement to preserve voice distinctiveness M 00
- relies on voice similarity matrices original

[GVD = 10 109;10 (Ddiag(Maa)/Ddiag(Moo)) }
» higher is better
* Gyp=0 => voice distinctiveness remains the same after anonymization

Maa o8

anonym. | fos

original

0.4

0.2

£
>
S
Clear diagonal<>distinguishable voices §
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Subjective evaluation design

Listening tests to evaluate:
v Speech naturalness
v" Speech intelligibility
v" Speaker verifiability

Subjective utility metrics

Naturalness score

{}
Speech
naturalness

Evaluator

)

\ 4

Original Intelligibility score
| [[EE =
NG Speech

®
'“‘ < Anonymization — '|_intelligibility

Trial utterance

Original enrollment
utterance (same or

Similarity score

L) different speaker)
R Speaker .Illll In
| verifiability I o
+ normalized-rank normalization of scores [1,...,10]=>[0,1] Subjective privacy metric w

(to remove evaluator-dependent variation) [Rosenberg 2017]
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Evaluation metrics summary /

‘&Equal error rate EER  primary
t%l Privacy ?.; Subjective speaker verifiability
a»
Objective ) .
Eva I uatlon *-%1 Word error rate WER primary
Su bjECtiVE Eﬁ; Pitch correlation pf
?; 'ﬂ%; Gain of voice distinctiveness G
- VD
Utility |=
‘?; Subjective speech naturalness
?i Subjective speech intelligibility
§ V.

[ )
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Datasets

Training o o

VoxCeleb-1,2 7363 2794

LibriSpeech: -train-clean-100 251 100
-train-other-500 1166 497

LibriTTS: -train-clean-100 247 54

-train-other-500 1160

Development

LibriSpeech: -dev-clean 1348 27362
VCTK-dev: -common 30 695 9721
VCTK-dev: -different 3796 26204
LibriSpeech: -test-clean 20653
VCTK-test: -common 30 700 9790
VCTK-test: -different 3686 2

(| . ' The VoicePrivacy 2022 Challenge




Baseline B1.a: using x-vectors and neural waveform models /

@T\ FO FO

extractor

G ok

(2)ASR acoustic || BN features "Speech synthesis Mel-fbanks ' Neural source-
— model acoustic model | Ffilter model
(3\ X-vector @ | j
X-vector ' Anonymized
Input speech Ar extractor =Knonymization Anonymized /
x-vector speech
Pool of x-vectors
Pool of x-vectors ® oa ©
O\ 009
Get anonymized x-vector: ‘@\‘ ) ®
1. Choose N x-vectors farthest/nearest to the ./an';ymized ®
original one (PLDA/cosine) x-vector

2. Choose N*<N randomly from them original xcvector; g @

3. Average N* x-vectors to obtain an anonymized
X-vector ®

L]
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Baseline B1.b: using x-vectors and neural waveform models /

@T\ FO FO

extractor

(2)ASR acoustic || BN features @ Unified
- model g HiFi-GAN NSF model —

(3? X-vector 4) i A zed
x-vector T — ] Anonymized nonymize
Input speech extractor » Anonymization vector speech

A

Pool of x-vectors

Q)
A\a<Xh
[—\

v JcNew (2022 edition)
v Simplified (unified) TTS part
v Better speech quality

L]
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Baseline B2: using McAdams coefficient /

McAdams coefficient a provokes shifts in formants derived from the linear predictive coding (LPC) analysis

poles (Im==0)
__________ . LPC I v Sj ization:
ot | B Sm_1ple to apply anonymization
----- f poles LPC single parameter o
= poles (Im~=0) ' e ,——J—.\/ No training data is required
' Speech frame — : o Resynthesis — Slenymic :
i | analysis 10 | speech frame |
| Residuals b) Effect of the McAdams coefficient upon formants
a) Overview of the LPC-based pipeline 50 e — T3
anonyr?wized ------ a=09
—a=0.7
ized "o =05

‘anony

v 2020: a=0.5
v 2022: a~U(0.5,0.9) ¢

¢ = 2500

magnitude (dB)
o

1
ot
=)

[~=-=

0 1000 2000 3000 4000 5000 6000 7000 8000
frequency (Hz)

[McAdams 1984] [Patino 2020]
L]
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Participants

* Registered teams: 43 (more than 79 participants) from 17 countries oo N e

Eﬂ
[Gormany ___{Acaderic
demic
od States__|Aca
umad pcogen®
ic
’sh ep —Ne(herlands
ElectricShe! .
w o
(ot |(Acadomic
d'\g'\s-speechlab e

I

®  Teams submitted valid results: &

® Submitted anonymization systems: 16

¢

China W ‘Academic
United States m@_

arkHorse m
° ator's Lab

>
cademic
Japan Both  Non- | =i o
. H U tearh ina, Japan, |Bo__
Thailand academic! % Academw _
Vietnam U,.«.\edsm«es.
Academic
United Kingdom %ﬁ—_
France
Georgia
Ireland
Singapore
South Korea Academic
Turkey
Italy
Netherlands
Turkey Number of teams
0 2 4 6 8 10
[ ]
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Teams and systems

Team Affiliation(s) Team notation |Systems System notation
- Institute for Natural Language Processing .

IMS (IMS), University of Stuttgart, Germany T04 primary.1 T04-p1
primary.1 T09-p1
primary.2 T09-p2
contrastive.1.1 T09-c1

Horizon - N/A T09
contrastive.1.2 | T09-c2
contrastive.2.1 T09-c3
contrastive.2.2 | T09-c4

- Audio, Speech and Langauge Processing pr?mary.; :I:p;
Group (ASLP@NPU), School of Computer primary. -p
NWPU-ASLP Science, Northwestern Polytechnical T11 ; _
o , primary.3 T11-p3
University, China .
primary.4 T11-p4
- Xinjiang University, Urumgi, China primary.1 T18-p1
- Kyoto University, Kyoto, Japan
. - National Institute of Information and
KK team (Kyoto-Kwai team) JC;F;ralrrr:unic:ations Technology (NICT), Kyoto, T8 contrastive. 11 | T18-c1
- Kuaishou Technology, Beijing, China
- Japan Advanced Institute of Science and primary.1 T32-p1
HIS-JAIST T32
Technology, Japan contrastive.1.1 | T32-c1
- Friedrich-Alexander-Universitat, International
Audio Labs Erlangen Audio Laboratories Erlangen, Germany T40 primary.1 T40-p1

- Fraunhofer IIS, Erlangen, Germany
L]
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Participants’ systems /

Two types of methods:

1) x-vector / speaker embedding 2) signal-processing
based neural model
~Baseline B1.a, B1.b ~Baseline B2

« modifications in formants,
pitch, and speaking rate

@—1— « McAdams

——* Anonymizaton

!

Systems: T04, T09, T11, T18, T40 Systems: T32

The VoicePrivacy 2022 Challenge



Participants’ systems

Description

Modified components & Data in B1*

12 3 45 6 7 Data

R e
T04-p1 =ceing anony Yl | 4| 4 [+ |+ |+ |+ |LibriTTS-train-other-500; VoxCeleb-1,2

multi-speaker SS; no usage of original : )

nitoh data (with ASR output transcripts)
T09-p1 c |same + |+ [+ (+]|+]+ [+

o

T09-p2 reple!ce + |opposite |+ |+ [+ |+ + |+
T09-c1 architecture for % andom sl lel sl el

all the models + | »
T09-c2 i i @ |same +(+ |+ [+ |+ + [+
T09-c3 }/é);i:sfsgvomed é m T+l +lelsl s Speaker pool: LibriTTS-train-other-500
T09'°4 ' o OPP(;’S' © + VoxCeleb-1,2 N

-c ran Om + + + + + + + . extractor
T11'p1 +(+ |+ |+ |+ |+ (+ ‘2, BNfeaturess"_l_ Mel-fbanks-6;'_N£F_ il
~ = ASR AM = |

T11-p2 replace x-vectors by speakerids froma| . [ 4+ [ 4 [+ [+ ] + [+ Il ]

look-up table + speaker encoder; ,npmpmh:f‘e Cvector || xvector P T Anonymized Anonymized
T11-p3 | replaced architecture for all the models | ¥ | * [ * [*[*|* |+ oveter speech
T11-p4 ||+ [+ |+ + |+ )
T18-p1 |adding adversarial noise to x-vectors + L
T18-c1 |replace x-vectors by ASR embeddings + ASRspk: LibriSpeech-train-clean-100
T40-p1 replace FO extractor: DNN predicts FO N FO: LibriSpeech-dev + VCTK-dev

from x-vectors and BNs
e —
T32-p1 pitch shifting using time-scale modification (TSM):
T32-c1 |phase vocoder-based TSM (PV-TSM)

The VoicePrivacy 2022 Challenge




Participants’ systems:

2020

VS

AF—

"~ FO
extractor

J

N

ASR AM

(3 X-vector
Input speech || extractor

I

FO

BN features-

x-vectcrAﬁ .
Anonymizaton

(7

Mel-fbanks 6) NSF | |,
model

Anonymized Anonymized
x-vector speech

J PEIo OV ikl U TIES 8 : Pool of x-vectors
1|2|3}4afi5[6|7 Data O
A2 B1: x-vector anonymization using singular value modification + + Spenranman ! 2 0 2 2
LibriTTS-train-other-500
LibriTTS g P )
il System Description Modified components & Data in B1*
B1: x-vector anonymization keeping original distribution of cosine 1 2 3 45 6 7 Data
o1 distances between speaker x-vectors; GMM for sampling vectors in a + + |gpeak - —
PCA-reduced space with the following reconstruction to the fake x- peakel honetic speech recognition; speaker s .
R e LibriTTS ASR: LibriTTS-train-clean-100
vectors of the original dimension VoxCelel embedding anonymization via GAN; T . )
— - T04-p1 . ! . + [+ |+ [+ |+ ]|+ |+ |LibriTTS-train-other-500; VoxCeleb-1,2
O1c1 |O1: with forced dissimilarity between original and generated x-vectors + + multi-speaker SS; no usage of original Hata (with ASR output transcripts)
52 S2c1: applied on the top of the B1 x-vector anonymization + pltCh
B1: x-vector anonymization using domain-adversarial training, T09-p1 5 same i bl el el
S2c1 |autoencoders: using gender, accent, speaker id outputs corresponding + = .
to adversarial branches in ANN for x-vector reconstruction T09-p2 ;eI‘ELaifeeCture B 8 opp05|te i e i
M1  |B1: ASR part to extract BN features for SS models (E2E ASR for BNs) + + T09-¢1 | iithe models + | & |@ndom FlF [+
B1: ASR part to extract BN features for SS models (E2E ASR for BNs; T09-c2 |yojce/unvoiced | @ |same FE |+ + o .
M1c1 |semi-adversarial training to learn linguistic features while masking + + ) = - Speaker pool: LibriTTS-train-other-500
e ara ] T09-c3 |features; $ |opposite FlH | F YR OxCeleb-1.2
o ;
M1c2 |B1: copy-synthesis (original x-vectors) T09-c4 random +l+ |+ [+ +]+ [+
B1: x-vectors provided to SS AM are anonymized, x-vectors provided to T11-p1 + |+ |+ (+]|+|+ |+
M1c3 NSF are original :
- g . — - T11-p2 replace x-vectors by speakerids fromafl , [+ | 4 [+ |+ | + [+
M1c4 E1SF zlyee(a::‘:aorz prc_wlded to SS AM are original, x-vectors provided to + Iook-up table + Speaker encoder;
ymized T11-p3 n + [+ |+ |+ [+]|+ |+
replaced architecture for all the models
K2 anonymization using x-vectors and SS models: Voice-Indistinguishability metric; a waveform vocoder Speak T11-p4 + 4+ |+ |+ ]|+ + |+
based on Griffin-Lim algorithm test set
D1 B2: additional modifications in pole radius T 8'p1 addlng adversarial noise to x-vectors i
1 [modifications in formants, Fo and speaking rate T18-c1 |replace x-vectors by ASR embeddings + ASRspk: LibriSpeech-train-clean-100
replace FO extractor: DNN predicts FO -
T40-p1 |[°P P + 0: LibriSpeech-dev + VCTK-dev
. . from x-vectors and BNs
e 2020: focus on x-vector anonymization
. . pe . T32-p1 pitch shifting using time-scale modification (TSM):
e 2022: modifications of all components T32:c1 | phase vocoder-based TSM (PV-TSM)

The VoicePrivacy 20 hallen



System Description

Participants’ systems T04

phonetic speech recognition; speaker
T04-p1 embedding anonymization via GAN;
p multi-speaker SS; no usage of original
pitch
T09-p1 - |same
o
T09-p2 |replace Z |opposite
T09-c1 architecture for | @ random
all the models + %
T09-c2 | yoice/unvoiced o |same
T09-c3 |features; S |opposite
T09-c4 “ [random
T11-p1
T11-p2 replace x-vectors by speaker ids from a
look-up table + speaker encoder;
T11-p3 replaced architecture for all the models
T11-pd
T18-p1 |adding adversarial noise to x-vectors
T18-c1 |replace x-vectors by ASR embeddings
i replace FO extractor. DNN predicts FO
[t from x-vectors and BNs
T32-p1 pitch shifting using time-scale modificatic
T32-c1 |[phase vocoder-based TSM (PV-TSM)

[Meyer 2022]

Anonymized Speech

ﬁ_, “MW

Phone Sequence

Original Speech ASR Model

GAN-based

ESpeakgr Speaker

mbedding X

Extractor QOriginal Ernbec!dlrl_g Anonymized
Speaker Anonymization Speaker
Embedding Embedding

« Phonetic ASR transcriptions

« Speaker embedding anonymization via GAN

« No usage of original pitch (pitch estimation:
FastSpeech2 & FastPitch)

« Multi-speaker TTS

The VoicePrivacy 2022 Challenge



Participants’ systems T09

phonetic speech recognition; speaker
T04-p1 embedding anonymization via GAN; .
I RO R T « Replace architecture for all the models
pitc
T09-p1 - |same
o
T09-p2 |replace Z |opposite
T09-c1 architecture for | @ random
all the models + | &
T09-c2 | yoice/unvoiced g same
I SIS ol lohposila « Voice/unvoiced feature
T09-c4 random
T11p1 « 3 gender selection strategies for x-vector
T11-p2 replace x-vectors by speaker ids from a . . . .
look-up table + speaker encoder; a nonymlzat|0n . Same, OppOSIte, random
T11-p3 replaced architecture for all the models
T11-p4
T18-p1 |adding adversarial noise to x-vectors
T18-c1 |replace x-vectors by ASR embeddings
i replace FO extractor. DNN predicts FO
[t from x-vectors and BNs
T32-p1

pitch shifting using time-scale modificatic
T32-c1 |[phase vocoder-based TSM (PV-TSM)

The VoicePrivacy 2022 Challenge



Participants’ systems
Feature Bxtractr

FO
FO

phonetic speech recognition; speaker Extractor

embedding anonymization via GAN;
T04-p1 | - iti-speaker SS; f original v

m;J h|—spea er SS; no usage of origina | S S

pitc W——b ASR > AM > Vocoder 4»’%
T09-p1 < |same ' x
Tog_pz repla‘CG % Opposite e [ 0 O l— Anomynized spasch
T09-c1 AT AL % random el Anonymized

all the models + | @ SpeakerID : =y Embedding
T09-c2 | yoice/unvoiced g same : "L_Embedding —l
T09-c3 |features; < |opposite > g;ﬁdkz: st
T09-c4 “ [random ; ,|  Averaged J
T11-p1 : | Embedding |

T11-p2 replace x-vectors by speaker ids from a

—o—look-up table + speaker encoder, ASV-model-free approach for speaker anonymization:
P

Tod replaced architecture for all the models § o | ook-up-table (LUT) for speakers in training set as speaker pool
T18-p1 |adding adversarial noise o x-vectors « Reserve a pseudo speaker ID in LUT to generate pseudo speaker
T18-c1 |replace x-vectors by ASR embeddings em beddlng
T40-p1 |feplace FO extractor: DNNpredicts FO | o ganonymized embedding: pseudo-speaker embedding + averaged
from x-vectors and BNs . . .
embedding of randomly selected speaker embeddings in LUT

T32-p1 |, - " - : : : :
pitch shifting using time-scale modificatic - * *
T32-c1 | phase vocoder-based TSM (PV-TSM) anonymized embedding = a * averaged embedding @ B * pseudo embedding
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Participants’ systems T18

System Description

phonetic speech recognition; speaker
T04-p1 embedding anonymization via GAN;
p multi-speaker SS; no usage of original
pitch
T09-p1 - |same
o
T09-p2 |replace Z |opposite
T09-c1 architecture for | @ random
all the models + %
T09-c2 | yoice/unvoiced o |same
T09-c3 |features; S |opposite
T09-c4 “ [random
T11-p1
T11-p2 replace x-vectors by speaker ids from a
look-up table + speaker encoder;
T11-p3 replaced architecture for all the models
T11-pd
T18-p1 |adding adversarial noise to x-vectors
T18-c1 |replace x-vectors by ASR embeddings
repiace FO extractor. DNN prealcfs FO
[t from x-vectors and BNs
T32-p1 pitch shifting using time-scale modificatic
T32-c1 |[phase vocoder-based TSM (PV-TSM)

Chen 2022

T18-p1: Adding adversarial noise to x-vectors

Y; = X; + noiseygy

T18-cl: Replace x-vectors by embeddings extracted from a
transformer-based ASR
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Participants’ systems T40

System Description

phonetic speech recognition; speaker
T04-p1 embedding anonymization via GAN;
p multi-speaker SS; no usage of original
pitch
T09-p1 - |same
o
T09-p2 |replace Z |opposite
T09-c1 architecture for | @ random
all the models + %
T09-c2 | yoice/unvoiced o |same
T09-c3 |features; S |opposite
T09-c4 “ [random
T11-p1
T11-p2 replace x-vectors by speaker ids from a
look-up table + speaker encoder;
T11-p3 replaced architecture for all the models
T11-p4
T18-p1 |adding adversarial noise to x-vectors
T18-c1 |replace x-vectors by ASR embeddings
T40-01 replace FO extractor. DNN predicts FO
p from x-vectors and BNs
T32-p1 pitch shifting using time-scale modificatic

[ Gaznepoglu 2022]

Estimate FO from BN and

X-vector
(1,512)

PPG [n]
(1,256)

FC

256

FC

64

FC

32

FC

X-vector
f:SiLU
g: Sigmoid
Fy [n]
FC (DA X
2 o1
> 0.5

L(Foy, Fo) = MSE(Fy — Fy)* + oBCE(py, v)

T32-c1 |[phase vocoder-based TSM (PV-TSM)
L]
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Participants’ systems T32

phonetic speech recognition; speaker
T04-p1 embedding anonymization via GAN;
p multi-speaker SS; no usage of original
pitch
T09-p1 - |same
o
T09-p2 |replace Z |opposite
T09-c1 architecture for | @ random
all the models + %
T09-c2 | yoice/unvoiced o |same
T09-c3 |features; S |opposite
T09-c4 “ [random
T11-p1
T11-p2 replace x-vectors by speaker ids from a
look-up table + speaker encoder;
T11-p3 replaced architecture for all the models
T11-pd
T18-p1 |adding adversarial noise to x-vectors
T18-c1 |replace x-vectors by ASR embeddings
T40-01 replace FO extractor. DNN predicts FO
p from x-vectors and BNs

pitch shifting using time-scale modificatid
phase vocoder-based TSM (PV-TSM)

The VoicePrivacy 2022 Challenge

[Mawalim 2022]

Original speech

it

Anonymized speech

i

Signal decomposition

Signal reconstruction

Pitch shifting using time-scale modification (TSM):
« phase vocoder-based TSM (PV-TSM)

Frame relocation and adaptation

)

Resampling

TD-PSOLA




Objective evaluation results: EER vs WER /

1 2 3 4

e Results on test data
10 T0D-p1
©T09-p2 . . .y -
4 privacy protection conditions:
. oo 1. EER > 15%
° ma 2. EER = 20%
32-
_ o 3. EER > 25%
o Original
= I 4. EER = 30%
S5 = 8
a1 3
sl B1b L For every condition, rank system by WER
7
@1l-pl @04-pl
6 @11-P2 197 .4
T1 §p3
0 5 10 15 20 25 30 35 40 45 50 55 60
EER, %

[ ]
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Better utility

-

Objective evaluation results: EER vs WER

WER, %

Choose one (best WER) system for each team for this condition

@
T18-cl 4
10 T09-p1
©T09-p2.
°
T18-pl
B2
9 T32-cl
T32-pl
I
rigina
B’.a@
8
BLb J40-p1
;
J11-pl J04-p1
6 ¥11-p2511pa
: T11l-p3
0 5 10 15 20 25 30 35 40 45 50 55
EER, %
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Results on test data: condition 1: EER = 15%




Objective evaluation results: EER vs WER

Results on test data: condition 1: EER = 15%

Choose one (best WER) system for each team for this condition

The VoicePrivacy 2022 Challenge

[ 10.13
Ti8-cl o 10.0 938  m
10 T09-p1 8.47
©T09-p2 75 7.38
2 583 6.17
° WER\I/ £ 50
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9 ¢ 25
T32-cl
T32-p1 0.0 -
° Original T11-p3 T04-pl T40-pl T18-p1 TO09-pl
> Original ’
w
B
=]
g‘ BLb J40-p1
7
J1lpl J04-p1
6 d11-P2 711.p4
: T1l-p3
5 10 15 20 25 30 35 40 45 50 55 60
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Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 1: EER = 159,
@ 10.13
Ti8-cl o 10.0 9.38
10 T09-pl 8.47
0T09-p2. 7.5 238
R 583 617
T18-pl =
B2 :
o} 2.5
9 T32-c1
T32-p1 0.0 "=
° Original T11-p3 TO04-pl1 T40-pl T18-p1 TO09-pl
3' Original ®
= 0% Bl.a S
: 0
2 < 8 e 83 -0.03 -0.04
- u
g| 3 G N s g 25 -8.41
@ BLb VD ez 10
(2 % ' : J40-p1 % E
8 | 15.46 | | | |
7 S T11-p3  TO04-pl T40-pl T18pl T09-pl
S 0.70 0.72 Ea
- Jllpl J04-p1 F E
6 J11-p2 p° T 2os
11-p4 S
T11-p3 s
0 5 10 15 20 25 30 35 40 45 50 55 60 P 0.0 ‘
EER, % ' T11-p3
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Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 1: EER = 159,
T13-C.1!§ 0 10.0 9.38 102
10 T09-p1

WER, %

8.47
0T09-p2. 7.5 238
5.83 6.17
. WERY = 5o
T18-pl
9 & 25
T32-cl
T32-p1 0.

0 Original T11-p3 TO04-pl1 T40-pl T18-p1 TO09-pl

®
fy original
._l—; ° Bl.a S 0
S e o8 | Y -0.03 -0.04
= i ~zwn
= : ouvw 3
g G 1‘ S 7.14 o
Q BLO VD ez 10 :
[ ' : @l40-pl £ 2
k= -15.46
%]
S

7 ; ' T11-p3 J To4-p1  T40-pl T18-pl TO9-pl

- 0.81
odor 5 0.70

aum gosp i
6 11-p2 pFOIP £05

dll-p 11-p4 5 0.36

T11-p3 %
0 5 10 15 20 25 30 35 40 45 50 55 60 'Eoo

EER, % : T1l-p3  T04-pl  T40-pl
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Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 1: EER = 159,
T13-C.1!§ 0 10.0 9.38 102
10 T09-p1

WER, %

8.47
0T09-p2. 7.5 238

5.83 6.17
. WERY = 5o
T18-pl

o gZ 2.5

T32-cl
T32-p1 0.

0 Original T11-p3 TO04-pl1 T40-pl T18-p1 TO09-pl

[
3 Original ®
sl = Bl.a e 0 77N\ 7~ \
S £ 8 ; g v -0.03 w
P i ~Wn
= : ouvw 3
g Gvp s 714 -8.41
Q BLO VD ez 10 :
[ ' : @l40-pl £ 2
E= -15.46
wn
S

7 ; ' T11-p3 J To4-p1  T40-pl T18-pl TO9-pl
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S 0.70 0.72
: 11-p1 @04-pl e
6 ? pFO D Tos
@11-P2 191.p4 = 0.36
T11-p3 %
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Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 1: EER = 159,
T13-C.1!§ 0 10.0 9.38 102
10 T09-p1

WER, %

8.47
0T09-p2. 7.5 238

5.83 6.17
. WERY = 5o
T18-pl

9 & 25

T32-cl
T32-p1 0.

0 Original T11-p3 TO04-pl1 T40-pl T18-p1 TO09-pl

> o
- Original ®
sl = Bl.a e 0 77N\ 7~ \
= i ~zwn
= 5 ouv 1
g G l]x C o 714 -8.41
Q BLO VD ez 10 :
R ' 5 40-p1 5 e
k= -15.46
%]
S

7 ; ' T11-p3 J To4-p1  T40-pl T18-pl TO9-pl

0.81
s 0.70 0.74
- d1pl J04-p1 E
6 11-p2 pFO T 2os
@11-p2 117 p4 5
T11-p3 %
0 5 10 15 20 25 30 35 40 45 50 55 60 £ 0.0 ‘
EER, % : T1l-p3  TO04-pl
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WER, %

Better utility

-

Objective evaluation results: EER vs WER
Results on test data: condition 2: EER = 209%

Choose one (best WER) system for each team for this condition

10

®
T18-cl o 10.0 9.38
T09-pl 8.47
: 7.38
T09-p2 7.5
i R 5.83 6.17
™ WER\L @ 5.0
T18-pl =
B2 :
o : 2.5
9 T32-cl
T32-pl 0.0 -
° Original T11-p3 T04-pl1 T40-pl TI18-pl
Original 0
B1.3 S -0.03 0.04
8 mkg
s O 7.14
. GvpT5 8 '
B1. ‘40-[)1 cH -10
‘© S
O a7
T1l-p3 T04-pl T40-pl T18-pl
; o 5 0.70 UL a——
[1-pl @04-pl s
6 ‘E pFO’I‘ Tos
: @1P2g11.pa 5
: T11-p3 =
% (=]
0 5 10 15 20 25 30 35 40 45 50 55 60 £ 00

EER, %

The VoicePrivacy 2022 Challenge

T11-p3




Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 3: EER = 259,
®
Tig-cl o 10.0
10 T09-p1 8.47
©T09-p2 75
R 5.83 6.17
118 1E WER\L & 50
-pl
g © s
9 T32-c1 '
T32-pl 0.0
° " Original T11-p3 T04-pl
E Original ®
5| 2 Bl-e S -0.03
S| £ 8 6 0
51 2 3
- Gyp Ts &
0 : 2
24 ub o qen g5
: © S -
- &% 15.46 |
7 S T11-p3 T04-pl
: c 0.70
2
Jgilpl @04-p1 pF" 2N = 0.50 T
6 11 E :
dHPeg11-pa S0.25
¢ T11l-p3 S
£ 0

0 5 10 15 20 25 30 35 40 45 50 55 60 0.00 ‘ T11-p3 T04-p1
EER, %
[ )
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Objective evaluation results: EER vs WER

Choose one (best WER) system for each team for this condition Results on test data: condition 4: EER = 20%
[] :
T18-cl 4 :
10 T09-pl
#T09-p2 WERY, 10
BQ
T18-p1 £ s
B2 =
9 T32-cl 0
T32-pl Original T11l-p4
° : G
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= = Bl.a 6§ 0
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= o 8 Y
. < ou
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g 2 22
Bl. 40-p1 =
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6 P2 S .
dHPET1Lp4 S 0.25
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Subjective evaluation results: utility
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- x-vector/SS-based approaches are better than signal processing ones ~ "eUr@! mode
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utility

Subjective evaluation results:
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Subjective evaluation results: utility /
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T11 - replace x-vectors by speaker ids from a look-up table, averaging

(low voice distinctiveness)
T40-p1 — DNN to predict FO from x-vectors and BNs

B1.b
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Subjective evaluation results: privacy
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lower score => better privacy

x-vector based
neural model
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Subjective evaluation results: privacy /
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Subjective evaluation results: privacy /
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Subjective results: privacy vs utility
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Subjective results: privacy vs utility

‘ u ) Better privacy Origip
o0 ¢ Similar voice for all systems T11-*
(and for all speakers)
05 “ T04-pl — change speaking rate w.r.t
| > to original
>T .2
- ® T09-* - different speaker gender
5 éo 0.4
-
n| C
- @a-m VAl systems: anonymized speech
. - sounds different from original
' speakers
LAl systems: anonymized speech is
0 (@ less natural and intelligible (the gap
. decreased w.r.t. 2020)

0.3 0.4 05, | 0.6 0.7
. Speaker similarit
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Subjective results: privacy vs utility
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Subjective results: privacy vs utility

O 6(@;)' . Better privacy original
Objective privacy conditions:
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Subjective results: privacy vs utility /
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Subjective results: privacy vs utility /
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Subjective results: privacy vs utility /
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Summary and conclusions /

@l Progress in anonymization 2020->2022:

® Challenge setup:
o Stronger attacker for objective evaluation
o Improved (in utility and computational efficiency) BE1.b baseline

¢ Participants:
o Many effective systems (different from the baselines)

o 3teams T11, TO4, T40 developed systems that do not degrade (even
improve) the average primary utility metric (WER) while meeting the
minimum target privacy requirements:

- EER>20-> {T11, T04, T40}
- EER>30 > {T11, T04} % T04: EER>45%

L]
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Summary and conclusions /

il Progress in anonymization 2020->2022:

® Participants:
o Proposed approaches and improvements in different components:

- GAN-based x-vector anonymization T04

*  Pitch:
estimation from BN-features and (anonymized) x-vectors using DNN T04
removal of original pitch, estimation from content T40

- Speaker embeddings: based on speaker ids from look-up-table T11

+ Linguistic content: phonetic speech recognition T04

o Overall improvement in privacy & utility for subjective and objective evaluation
(i.e. 2020 on semi-informed attacker (speaker-level that is weaker than
utterance-level in 2022) EER < 25%)

L]
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Summary and conclusions /

o 2 classes of anonymization methods:

- x-vector-based with speech synthesis models (B1 and related methods) — more
effective

- signal-processing based (B2 and others)

o Limitations of the best systems T11, T04 according to the secondary metrics:

o Low pitch correlation (however, we aim to keep the prosody/intonation and not
all the information in the pitch curve (i.e. not speaker id))

-~ Low voice distinctiveness

L]
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Perspectives, questions, and future challenges /

¢ Improve anonymization methods for stronger baseline solutions

o X-vector-based (remove residual speaker information form phonetic features & pitch);
adversarial approaches, improved synthesis models, better disentanglement

o simplified, user-friendly software
o hybrid approaches with other privacy-preservation methods

L]
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Perspectives, questions, and future challenges /

¢ Improve anonymization methods for stronger baseline solutions

o X-vector-based (remove residual speaker information form phonetic features & pitch);
adversarial approaches, improved synthesis models, better disentanglement

o simplified, user-friendly software
o hybrid approaches with other privacy-preservation methods

® Attributes (gender, accent, age, emotion,... ): anonymize or preserve depending on the
task
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Perspectives, questions, and future challenges /

Improve anonymization methods for stronger baseline solutions

o X-vector-based (remove residual speaker information form phonetic features & pitch);
adversarial approaches, improved synthesis models, better disentanglement

o simplified, user-friendly software
o hybrid approaches with other privacy-preservation methods

Attributes (gender, accent, age, emotion,... ): anonymize or preserve depending on the
task

Develop prosody correlation metric:

o Pitch correlation is not a suitable utility metric (pitch contains speaker information
thus this metric is too (unnecessary) restrictive) + subjective evaluation?
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Perspectives, questions, and future challenges

Improve anonymization methods for stronger baseline solutions

x-vector-based (remove residual speaker information form phonetic features & pitch);
adversarial approaches, improved synthesis models, better disentanglement

simplified, user-friendly software
hybrid approaches with other privacy-preservation methods

Attributes (gender, accent, age, emotion,... ): anonymize or preserve depending on the
task

Develop prosody correlation metric:

Pitch correlation is not a suitable utility metric
+ subjective evaluation?

Improve voice distinctiveness metric for anonymized voices

Current Gy, metric relies on LLR scores from ASV,,.;, model (not suitable for
anonymized data) + subjective evaluation?
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Perspectives, questions, and future challenges /

“ Privacy vs utility trade-off
o Better ranking policy?
o Incorporate into system development
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Perspectives, questions, and future challenges /

“  Privacy vs utility trade-off
o Better ranking policy?
o Incorporate into system development

® Using other open resources to develop anonymization and attack models (i.e. SSL
models, other languages)

L]
q . ' The VoicePrivacy 2022 Challenge




Perspectives, questions, and future challenges /

“  Privacy vs utility trade-off
o Better ranking policy?
o Incorporate into system development

® Using other open resources to develop anonymization and attack models (i.e. SSL
models, other languages)

* Develop stronger and more realistic attack models:

VoicePrivacy Attacker Challenge_ ||| é
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The VoicePrivacy Challenge: participants’ talks

24th September 9:00-11:00
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Thank you!
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